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The Directive on security of network and information
systems – NIS Directive and beyond
The NIS Directive
EU-wide legislation on cybersecurity. It provides legal measures to boost the overall level of cybersecurity in the EU.

•

Take appropriate technical and organisational measures to secure their network and information systems;

•

Take into account the latest developments and consider the potential risks facing the systems;

•

Take appropriate measures to prevent and minimise the impact of security incidents to ensure service continuity; and

•

Notify the relevant supervisory authority of any security incident having a significant impact on service continuity
without undue delay.

Medical Device Regulation (MDR)
Provisions related to the IT security (hardware, software etc.) for all medical devices for manufacturers. Guidance on
Cybersecurity for medical devices:
•

repeatability, reliability and performance according to the intended use

•

the principles of development life cycle, risk management, verification and validation

•

the use of software in combination with mobile computing platforms

•

IT security measures, including protection against unauthorised access

General Data Protection Regulation (GDPR)
•

Implement appropriate technical and organisational measures to ensure security of the processing systems, services
and personal data,

•

Perform data protection impact assessment,

•

Report data breaches which are likely to result in a risk to the rights and freedoms of individuals within 72 hours after
having become aware of.
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ISO 27000 Information technology — Security techniques —
Information security management systems

Information Security vs Cybersecurity
Information Security
Cybersecurity
Ensure the
confidentiality,
availability and integrity
of information

Ensure confidentiality,
integrity and availability
of information in the
Cyberspace*
ISO/IEC 27032:2012 - Information
technology - Security techniques Guidelines for cybersecurity

*the complex environment resulting from the interaction of people, software and services on
the Internet by means of technology devices and networks connected to it, which does not
exist in any physical form
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ISO 27001 sections
3. Terms and definitions
1. Scope
• Describes general ISMS
requirements for
organisations.

6. Planning
•Identifies, analyses, and
describes plans to treat
information risks and clarify
objectives of information
security.

2. Normative references
• Covers essential documents
relative to users of the
27001 while identifying
other optional standards.

7. Support
•Describes how resources
should be assigned and
documentation prepared
and controlled.

4. Context
• Addresses the needs and
expectations of “interested
parties” and outlines the
scope of the ISMS by
defining how organisations
should establish, implement,
maintain, and improve it.

8. Operation
•Prepares organisations with
specifics about treating
information risks, managing
changes, and keeping
careful documentation of
records so they can pass an
audit by certification
auditors.

5. Leadership
• Addresses the information
security roles,
responsibilities, and
authorities of top officers of
an organisation.

9. Performance
evaluation
•Covers how organisations
can and review their
information security
controls, processes, and
management systems.

10. Improvement
•This section covers how
organisations can address
the findings of audits and
reviews and take corrective
measures to improve their
ISMS.
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Annex A

Statement of Applicability
All requirements/Controls to be implemented
Acts like a Gap Analysis

Controls
114 Controls : Things to do/checklist (beware of
checklists!)
14 areas (Sections A.5 to A.18)

ISO
27001

• Information security management

Annex
A
ISO
27002

ISO 27799

• Information Security Controls

• Information technology Security techniques - Code
of practice for information
security controls
• Health informatics —
Information security
management in
health

NIS Cooperation Group Minimum
Security Measures for OES

NIS Cooperation Group Minimum Security
Measures for OES
‘Minimum’ doesn’t mean ‘enough’
A system needs resources, time, and commitment
Cybersecurity isn’t about
checklists
‘’
‘’
‘’
document templates
‘’
‘’(only) ‘’
compliance

The “Guidelines on assessing DSP and OES compliance to the NISD security
requirements - Information Security Audit and Self – Assessment/
Management Frameworks” a great resource
https://www.enisa.europa.eu/publications/guidelines-on-assessing-dsp-security-and-oes-compliance-with-the-nisdsecurity-requirements
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